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The value relevance of disclosure
cybersecurity governance controls and its
effect on investors  decisions: An empirical
study on Saudi Telecommunications
Companies (Zain — STC)
Abstract

This study aimed to measure the value relevance (direct and indirect) of disclosure
cybersecurity governance controls using the Ohlson model (1995), which includes
two models: stock price and stock return. In addition to examining the effect of
disclosure cybersecurity governance controls on investor decisions. To achieve these
objectives, the researcher derived research hypotheses and tested them through an
empirical study using the annual financial reports of Zain and STC companies from
.2019 to 2022.

The study concluded, by analyzing the content of the financial reports of Zain and STC, and
using an unweighted proposed index prepared according to the internal components of
the sub-controls of the cybersecurity governance who represents the first control of
the Essential controls for cybersecurity issued by the National Cybersecurity
Authority in the Kingdom of Saudi Arabia, that there is a significant difference in the
level of disclosure. On the controls of cybersecurity governance in both Zain and STC
companies, whether at the company level over the years of the study or in comparison
between the two companies for each year of the study. The study also found, using
multiple linear regression analysis, that there is a direct evaluation ability to disclosure
the controls of cybersecurity governance through their effect on Share price and share
return, but the share price response coefficient was higher than the share return
response coefficient, and there was a significant positive effect of earnings per share
on share price and share return, and a non-significant positive effect of book value per
share on share price and share return. It was also shown that there was a discrepancy
in the value relevance to disclosure governance controls. Cybersecurity in the pre-
Corona period (2019) compared to the post-Corona period (2022) and the presence of
a significant effect of the disclosure of cybersecurity governance controls on
investors’ decisions in terms of the impact on (trading volume and price range of the
stock)

Based on the theoretical and applied results, the study recommends the necessity of issuing
international accounting standards that regulate and determine how to accounting
disclosure for cybersecurity governance, how to prepare cybersecurity risk

management programs for companies, how to measure the various effects of

cyberattacks, and the need for the Egyptian Stock Exchange, the Financial

Supervision Authority, and the Central Bank to issue controls and guidelines for



disclosure About cybersecurity, similar to the Essential controls issued by the
National Cybersecurity Authority in the Kingdom of Saudi Arabia, There is a need to
form a committee affiliated with the Board of Directors that is responsible for
cybersecurity and that prepares periodic reports that are disclosed in the companies’
.financial reports as one of the mechanisms for cybersecurity governance

Keywords: - The value relevance- cybersecurity governance- investors decisions-
Essential Cybersecurity Controls
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